Understanding Collateral Evolution in Linux Device Drivers by Padioleau, Yoann et al.
HAL Id: inria-00070251
https://hal.inria.fr/inria-00070251
Submitted on 19 May 2006
HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.
L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.
Understanding Collateral Evolution in Linux Device
Drivers
Yoann Padioleau, Julia Lawall, Gilles Muller
To cite this version:
Yoann Padioleau, Julia Lawall, Gilles Muller. Understanding Collateral Evolution in Linux Device









ap por t  
de  r ech er ch e 
Thème COM
INSTITUT NATIONAL DE RECHERCHE EN INFORMATIQUE ET EN AUTOMATIQUE
Understanding Collateral Evolution in
Linux Device Drivers
Yoann Padioleau — Julia L. Lawall — Gilles Muller
N° 5769
Novembre 2005
Unité de recherche INRIA Rennes
IRISA, Campus universitaire de Beaulieu, 35042 Rennes Cedex (France)






































£[	 		 "ÎW£ %
    §]pqm=bkUm bacbdyTfV£X| X³c{U¨ijn¡dJpdJn¡iNmV$ic|cXWuJmUXªBZ`U 
¨Xfb£{Un¨¡ijdyX}bl|cX{fuyn{USfuynoÅrkUXfbl{2XWkUNXWmrd$gWijmxbdyn¡dykxXWu












XWdmUiNkxb«V$ijmrdJuyiNmxb«ÅrkUX¶| kUmUX¯jXfuJbyn¡iNm4[¨" pqkUdyuJX¶|cX¶Ç´n¡m;kc³©¨¡X}bfjij¨kcdJn¡iNmxb«giN¨¡¨opd!Wuspq¨Xfb{2XWkxjXWmrd´uJXW{xu&}bXfmNdJXWucvek=byÅrk HÍNr¤
|cX}bh¨njmUX}bhV$ic|cn¡­5WX}bW¦]Hijk=bhno|cXWmrdJn°­xiNmxb5XWmxbykUn¡dyXlÅrkUXf¨ÅrkUX}bhkxmÊ|cXfb]|W­=b( u&}biNkx|cuJX|Upqm=bh¨X¥¬kcdJkUu{=iNkUupqkcdJijV)pdJnbyXWu
¨XF{UuJi;gWXfbJbk=b+| fjij¨kcdJn¡iNmgWij¨¨pqd&Wuspq¨Xj¦





 f Ô Õq Ô  
 Ð 7Ac Ð Õ Ô  
 ÐlÔ 7 7²U Ð 7! Ô 7 " Ô $#  Ô 7 Ð  
Íx¦¡ Ç´n¡m;kc³bkU{x{=iNud¥¬ijuH|UXW;ngWXfb ¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦ 
Íx¦  Rp³ciNmUijVla)iq¥nmrdyXfu¥²pNgXFgsSxpqmxjXfbpjmx|gWij¨¨pqdyXfuJpj¨2XfjiN¨¡kcdJn¡iNmxb+dyS=pdhp %XfgdH|cXW;nogX× by{=X}gn¡­=ggic|cX$¦¦F¦]¦F¦¦ 
Íx¦ U¦¡  mrdJXWuy¥²pjgXFgsSxpjmUjX}b#¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦ 
Íx¦ U¦  Y¯iN¨¡¨opdJXWuspq¨XWNij¨kcdynijm=b ¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦ 
Íx¦ U¦ Í .5bybyXfbJbyV£Xfmrd ¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ìf
  U Ð% Õ& Ð  	('
) ¦¡ .[|x|cn°dJn¡iNmÉiq¥pjmpjuyNkUV$XWmrd)¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ìf
) ¦  Y¯S=pqmUNX5nmdySUXdea;{2XFiq¥@pl{=pquspqV$XdJXWu±¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ìj
) ¦ Í Y¯S=pqmUNX5nmp¥¬kxmxg dJn¡iNm{UuyijdyicgiN¨¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ì}
+*   ¬}c", Ð f Ð f Ð   	-
U¦¡ Y¯ic|cXwxpNbX¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦ÌfÍ
U¦  \LXdySxi;|Uij¨ijja ¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦ÌfÍ
U¦ Í  mrdJXWuy¥²pjgX}b_¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ì )
U¦ ) . k=pqmrdyn¡dJpqdynjXpjbJbX}bybyV$XWmrd+ij¥XfjiN¨¡kcdJn¡iNm_¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ì}
U¦  . k=pqmrdyn¡dJpqdynjXpjbJbX}bybyV$XWmrd+ij¥
gWij¨¨pqdyXfuJpj¨2XfjiN¨¡kcdJn¡iNm ¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ì}
/ Ð0 &¬ Ð  Ð  f21 Ô  lÔ N3  Ð 7 7 Ð 	(/
x¦¡ `ckU{U{2ijuyd+¥¬iNu5Y gWic|cX¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ìf
x¦  \LXfgsSxpjmUnbyV)b¯¥¬ijuHby{=X}gn¡¥¬arnmU&gWi;|UX5¥¬uspqNV$XWmrdJb4¦¦F¦¦F¦]¦F¦¦F¦F¦¦F¦¦F¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ìf
x¦ Í \LXfgsSxpjmUnbyV)b¯¥¬ijuH|cX}bygWuynwUnmU$uyXf¨pqdynijmxbySUn{xb+w=XWde®¯XfXWmgic|cX]¥¬uspqjV$XfmNdsb ¦¦F¦F¦]¦F¦¦F¦¦F¦F¦¦F¦¦F¦]¦F¦¦Ìf






M *DON M & 'P: QR3 SDTUKP*/V$32;!#W  T7K
XZY\[ M &$; 'U1& M !9VF0/1]1;/'^N M _'J "`
'Ja1&bFc&5def1;/1$;a/'gFh 1iVdjk): [ $l"DD
M B)m'nWED $gop4DBff2;'Jm13%$q F XrYh[ `IWJ2;"`











































































































dJicgij¨obf¦LÈªX ­xmx|dySxpqddySxX m;kUVw2XWuliq¥[dJSUXfbyX Xfjij¨kc×
dJn¡iNmxbÉSxpNbw2XWXfmPbdyX}pj|cn¨¡anmxgWuyX}pjbyn¡mU=h®[n¡dySPdySUXDbyiq×
gfpq¨¨¡X}| bedspqwU¨XÇ«nmrkU³ c¦ #bSUi®[nmU#pq¨V$iNbd)pNb$V)pqm;a
XfjiN¨¡kcdJn¡iNmxb[pjbn¡dJbkxmxbedspqwU¨XF{UuJXf|cX}gX}bybyiju}rÇ´n¡m;kc³c¦ c¦
¦ ÈÎX]dySUXfm Nn¡NX5pqm XfbdynV$pqdyX]iq¥«dJSUX]®¯iNuy¢$uJXfÅrkUnuyX}|£¥¬iju
gWij¨¨pqdyXfuJpj¨xXWNij¨kcdynijm´NwxpNbX}|)ijm&dySUXpqV$ijkxmNd+iq¥«V$ic|;×
























































gW¨¡kx|Un¡mUÎÇ«nm;kc³b cx¯Nq¯  pqmx|DÈnmx|ci®Hb  Í  ¦ªRSUX}bX
pj{U{UuJiNpjgsSxXfb+uyXf¨¡aijmp&gWij¨¨¡X}g dynijmÉij¥uJXfÅrkUnuyX}|¢jXWuJmUXf¨.Ht 
kxbJpqNXF{xpdydyXfuymxbhpqmx||cXWdyX}g d5gWi;|UXF¥¬uJpjjV$XWmrdsbdySxpqd5pquJXFnmc×



















®[n¡dySUiNkcd gsS=pqmUNn¡mUÖn¡dJb bXfV)pqmrdynogWbO¡©  ¦ z[X¥²pNg dyiNuynmUrbW
SUi®+XWNXWu}Hpq{U{x¨¡a dJidJSUX#®[SUij¨Xª{xuyiNjuspqVÉ[uyX}ÅrkUn¡uJnmU pNg ×








pNb)|cijmUXÉnm Z`;Xfb)bykxgsSpjb)RSUnmU¢    hZ`  R f  pqmx|
 )     jn¡d¶®+ijkU¨o|£w=XhXfpjbynXWu
dyin|cXfmrdyn¡¥¬aln¡dJb¶n¡mrdyXfu¥²pNgX}b@pqmx|
|cXWdyX}g d[dySxXWnu[XWjiN¨¡kUdynijm«¦
































































by{=X}gnopq¨n¡ÄfXf|L|UuynjXfuhbkx{U{=iNud5¨¡nwUuspquJn¡X}bhbykxgsSLpjb § `v¯× bXfuynopq¨
|cXf{=Xfmx|cnmUÎijmNXWmUXfuynog&iNmUXfb£bykxgsSpjb § `v]
pjmx||cXf;ngWX×


































 , &%4'#(3),+*5 ,Æ²¨¡nmUX}b ) ×
) N ruJXWjnobdyXWusb@dJSUX|cXW;nogXh®[n¡dyS dySUX § `qbkU{x{=iNud+¨¡nwUuspquJaj
{UuJi;n|Un¡mUn¡dl®[n¡dyS pLbdyuJkxg dJkUuyXN 	&%'#(3)+46	 *78 #¬¨n¡mUX}b
W× N 2dySxpqdgWijmrdJpjn¡m=b5pm;kUVw2XWu]iq¥¯gfpq¨¨¡w=pjgs¢¥¬kUmxgdynijmxb]uJX×
ÅrkUnuyX}|&w;a$dySxX § `v bykU{U{2ijuyd+¨n¡wxuJpjuyaN¦@Z5mUX]iq¥dySUX}bX5¥¬kUmxg×
dJn¡iNmxbnb  &%'#(*),+:9<;&8L²¨¡nmUX}bFÍU× )3)  ®[SUnogsS#®[SUXWmÎnmc×
Nij¢jX}|$w;aldJSUX § `v ¨n¡wUuspquJa£uyXfjnobedJXWusb@dySxX]|cXf;ngWXh®[n¡dyS&dJSUX





















































     "!#$  &%(' £ÀDÀDÀ )
À * 	+




4356  "!#$ 778 9":; =< >>?@ "ACB@D · E
 FDHGI = JI
BGIK="L' M
4  "!#$ HB"=N%OG=K"= *  P<KG=K="L 0 Q
43R&J>+G · 	I 0 £IS
£J£
G=T U KK+ * V DF<WGD=K="L 0 £ )
JI+G%X<=@Y[Z G]\ >F^ L;_ >F^]` @DYaZ G 0 £ -
JI+G%X<JI+"Gb ^cde L;_fJI+G ` JI+"Gg(h 0 £ .
=PY[Zi9 @Dj%k=@D 0 £ 1
 l5   @ <IYaZi9  · "=PY[Z"= · £ 2
= GP @ *  * <=PYaZ= ·nm L · £ E
=@Y[Zo"878 · JI+G ·qp  K " @ J>8  F8JD@ · IL 0 £ M
4rs<7<K	It%O =:;  <IYaZi9  ·vuxwzy {R|x}H~  LTL7L' £ Qp 8G< e ±P¬ ®¯­ ² º c[ µ ¿ ´Z²z 7  · 	IL 0 ) S
=PYaZoK78K À 9 +	g6g 0 ) £
G=T U K78D4 V DF<KG=K="L 0 ))/
    ' )-
=PYaZoK78K À 9 * 8J@=Kg6g 0 ).
=PYaZoK78K À 9 =KIg6%@DYaZ DG 0 ) 1
G=KIYaZi8G 778;%7 I 0 ) 2/ )E
  T3 ^ 0 ) M/ ) Q
À ÀDÀ - S
 	
4356  "!#$ * 	+F< FDt  GKU8JIBF GWU · - £
JI+G7H >>; "=F JI  BF L;' -)
 >>; IF JI
B=s%, GKU8J> K+ =P< GWUL 0 --
4  "!#$ HB"= 0 -.
 >>;G= = JI
BGD=K= 0 - 1- 2
G=K=%8  +J =	=P< T4 > rR<W  "!#$ TL7L 0 -E
4rs<7 GD=K="L' ÀDÀ À / - MÀDÀDÀ - Q
G=K=PYaZD8	 778 9:H 6%,  "!#$ 778 9:H  0 . SÀDÀDÀ . £
4rs<W	I" KK GIK=P<WGIK="L
 % ^ L;' ÀEÀEÀ / .D)ÀDÀDÀ .D-
/ ..
À ÀDÀ . 1
 	
435  GF H=   "!#$  G =<7  	5L' . 2
 GU+P<7o  &   PP j
    &  [ }H L 0 .DE
  T3 	I" KK7<b;4  "!#$  L 0 . M/ . Q
1 S
 	s  	 9" ;   "!#$ =9 =<7  	RLt' 1 £
 D>" KKD7<b;  "!#$  DL 0 1 )/ 1 -
1 .
:6+"   GF =<W=   "!#$  GF TL 0 11
:6+"  9" =<WD   "!#$ 9" TL 0 1 2
njkxuyXv¥/#G³rdJuJpNg dsbiq¥dySUX  &%4'#(3),+.-K/nmÉÇ´n¡m;kc³Éc¦ U¦fÍ
 f¡5¢¤£jR¥D¦=§W¨©J
ªo«5¬q­"¦=¥DF®§13a©¥I£	­a¯ ° D±[²³5~5~P²± ° ~F´[² ° ±
° D±[²Rµ"± ° ~´){&{&
° D±[² ° ±"¶v*zR² ° ±v
z5P³z·z²zR¸² ° F±Rµ)¹




¯¥=¦Da©¥D5¦DD¯ )z~Â3Ã5P²µ)"¹)53Äµ¹aÅÆ ° µ¹ ­"§¥Ç5¬v
*z5 ° *z ° F±[²µ¹)
Èo¦I­"¥I­z©D­½ ° D±[²³5~5~P²± ° ~F´[² ° ± £4§ a¯F®]¬[¦DD©PD®&D¯
° D±[² ° ±"¶v*zR² ° ±
É ¥TÊ?­"¦IÀ]®DËR£©PÌ£jz¥D¦=§W¨"©P
ªo«5¬q­"¦=¥DF®§13a©¥I£	­a¯ z"³R²zR¸{[²Í °  ° &





¯¥=¦Da©¥D5¦DD¯ zPµ¹ ­§n¥Ç5¬v *z) ° *zmzR²µ¹;)
Èo¦I­"¥I­z©D­½ z"³R²z ·5)zR²"Í °  °  §­½	½­FÊH¯






































































 ;:7  Hpqmx|uyXf¨pqdyX}|F¥¬kUmxgdynijmxb²¨¡nmUX )  ¦  m




  <;?7 	®pjbpj{U{UuJij{UuJnpqdyX¥¬iju«dySUX¯jnjXWmFgWijmc×




¨nbdJb¢};«N;«q  ¦4.hbp uJXfbykU¨¡dfnmªÇ«nm;kc³Êc¦ c¦ U®[uspq{U{2XWu
¥¬kUm=g dynijm=b´®+XWuJX@n¡mrdJuyic|ckxgWXf|F|cXW­xmUnmU  





































Ð  ² ÐNÒ *¡ Ð  
Lj7"7¬





 mPbyijV$XªgfpjbyXfbf5p{xpquspqV$XdJXWunbpj|x|cXf| dyi p |cXf;ngWX×
























  ;  {)){[²·*z"¹z·zz²µ¹ 		
  ; 5 *RµR²)Í ° ;z 
				
  ; 	 
5²R²5²	 ¬a¨"¦>¨¼u¥D¦H­§i¥IÓ& Pa©½	­¯=£jaÒj§&a©¥I£­
  ;   ° F±[²zR¸R²~5P·5R²y5·~z Ö3D½	®]­§0«[£¯¥I£jaÒj¨"¦IÒ5[¼uPz¥
  ;  µ¹R²º)5zDz "²µ)¹Pµz·5z · ¯[¾v«5¬[¦DD¯=¯=£­5 ­§ «5£¯¥I£jaÒN¨¦IÒ5[¼uPz¥
  ; ! ·º{[²" ° #º)*zR²µ)¹5 &ÊH½4Ç ©¦DD¨"¥DF®Ñ¨*¿®£e[£4¥I£¨"½£%$JF®ÑÒ½­¾a¨½ ¯¥=¦Da©¥D5¦D
  ;  ° F±[² ° ±¶v*z ² ° ± ©D­z¥D«R¥'&®D¬vPa®&Pz¥?©­5a¯¥>¨*z¥
Á¦I­¬ ¨¦IÒ5a¼uJR¥
\¦I¯=£­5 33[©¥I£­5 (­R¥D«5¥*)qD©¥
+  ; 5 {)){[²·*z"¹z·zz²µ¹ [­53
!  ;  ·;{3²y5²)~P¸5²)~5¹)~P²·µ+;*z [­53
(Ó¿¨[Ò5Ì§13a©¥I£	­I¿¨"¼u
\¦I¯=£­5 ,ZPa¨¼uF®N§&a©¥I£­ 3&a©¥I£­ ¯D½jD©¥I£­ ¯¥=¦>¨"¥DDÒ"Ç
   ; ! ¶3F¶¿²D¶[·*{[²" ° #;*5P¹ &a£4§­"¦I¼
  ; ! )*PÎR²¶3F¶¿²D¶[·*{[²" ° #;*5P¹ &a£4§­"¦I¼
   ; 5  ) - 	5²
.5²/ ¥I©5 &a£4§­"¦I¼
   ;   ° F±[²~5P·5R²y5·~z &a£4§­"¦I¼ ÊH£¥IÓ[£j ¨ÕÒ£Ë)JÑ®[£4¦DD©¥I­¦=Ç
   ;  ± ° ²z ¸P²¹*5z3q¹*5zR²zR¸P²F± ° ; ©D­z¥D«R¥'&®D¬vPa®&Pz¥  ®[­¯r[­¥6§­½½­ÊO®[£4¦DD©¥I­"¦=Ç ¯¥=¦D[©¥D[¦D
¨¿® {5·ºP²zR¸P²± ° 
   ;  )yµz²5¹*z §13a©¥I£	­Ñ¼N­Ë)F®N§¦I­¼ ®&DËR£©P0&7¯=¬vD©D£4Öa©f©D­R®&Ì¥I­N®R¦I£Ë)¦H¯a¬[¬q­¦=¥H½£¾[¦>¨¦=Ç
(Ó¿¨*aÒ¦D¥D[¦D]¥TÇ5¬v
\¦I¯=£­5 33[©¥I£­5 ª)qD©¥
   ;  ·;{3²y5²º)*zR²P·µ3 ¥I©5 ¨®a®¿Ð"¨®17a¯¥r¦=¦I­"¦;©Ó&D©ÀR£jaÒ a¯=£jaÒ




   ;    f¡[¢C©F¨½½¾¿¨"©À§3[©¥I£­5[¯ [­53
2+  ;   ¡ (6¡5»&¬[¦I­z©3H£j5§­j§&a©¥I£­a¯ «5£¯¥I£jaÒj©­¼N¬35¥>¨"¥I£­5]­§x¥IÓ&f¯I¨¼uÌË¨½j&f®&D½j¥DD®  ©F¨Ñ£jRËP­½	Ë5Ì½­z­¬ ¯=½£©D£jaÒ
 !  ;  t£	®&D­j®&DËR£©P ¶P¶[·*{ §3[©¥I£­5 &Ê¬¿¨"¦>¨"¼u¥D¦H¬a¨¯=¯F®]¥I­Õ½	£¾5¦>¨"¦=Ç§3[©¥I£­5 )F¶a·*{[²{5·ºz²*z·*Rº
Á¦I­¬Ñ¬a¨"¦>¨¼u¥D¦Ð"©>Ó¿¨*aÒ5t¬¿¨"¦>¨"¼u¥D¦H¥Ç5¬v
\¦I¯=£­5 33[©¥I£­5 ª)qD©¥
  ;   ¡ (6¡5»&¬[¦I­z©3H£j5§­j§&a©¥I£­a¯ ¦DD©­5a¯¥=¦D[©¥;Ë¨"½j3t§¦I­¼ 3Ê¨¦IÒ5[¼uPz¥54W¯P¨¾q­Ë)6




5  ;  )"µ
·5Pµ.zP·5z&#/.
	z ·5z ©>Ó¿¨*aÒ5ÌÖ3D½	® a¨¼u
  ;  ¶[µPµ¹z²z £ja½£j3f¯[¾a¯¥=¦D[©¥D[¦D
  ; 	 5²~*;z ¯[¾a¯¥=¦Da©¥D[¦DÌ£jz¥=¦I­R®&[©PF®  Ò¥=¥D¦Ð"¯¥=¥D¦§13[©¥I£­5a¯H£jz¥=¦I­R®&[©PF®
Èo¦I­"¥I­z©D­½¯
5  ; 5 ·;{3²"µ¹)*z²µ* £ja¯¦=¥t¨"¯=¯=£Ò5a¼uJR¥;¨§¥D¦©F¨"½	½v¥I­ D¶¿¸¹z²{;R¸²*;z)	7 £e]¯=­¼uf©D­z¥D«R¥I¯
  ;  *PÍR²³ ° 3 ©F¨½½¾¿¨"©À§&a©¥I£­5 ®R¦I­¬ ¬a¨"¦>¨"¼u¥D¦H¥DD¯¥  £e[¯¦=¥;½­z©ÀR£jaÒN¨¦I­5&¿®§13[©¥I£­5Ñ¾q­R®RÇ
  ;  ° F±[²zR¸R²~5P·5R²y5·~z £jz¥=¦I­R®&[©P ¦=¦I­"¦t©>Ó3D©>ÀR£jaÒ
 +  ;  3¥TÊ?­¦IÀs£­z©¥I½v§3[©¥I£­5[¯ &Ê^¥IÓz¥I­z­½v©F¨¯D¯  ®&D¬vJ¿®[£j[ÒÕ­5]ÊHÓ3¥IÓ&¦6¥IÓ3f©D­R®®&Ö33D¯
¨j®D¾3[ÒÕË¨"¦I£	¨¾[½j
!  ;   f¡[¢C©F¨½½¾¿¨"©À§3[©¥I£­5[¯ £jz¥D¦=¦Da¬5¥[¦I¾[¯6¼ a¯¥a­FÊ¾v«5¬a½£©D£4¥I½Çs¦DD¯[¾a¼N£4¥=¥DF®
5  ; 5 ©D­5RË)¦I¯=£­ §¦I­¼ £1©0&7­½	® ¥I­j£"© ¼s¨*RÇs©>Ó¿¨*aÒD¯  £j[©D½j¿®[£j[Ò#3Êk§13a©¥I£	­a¯6¥I­N®Ö& 












 cfÎfW j  Ð  #GjiN¨¡kcdJn¡iNmxb+n¡mÉ|UpqdJp£bedJuykxgdykUuJXfb¶dea;{c×
nogWpj¨¡¨anm;jiN¨¡NXpN|U|cnmUx=uyXfV$irnmU=UijuHuJXWiNuyrpqmUnÄWnmU£­xXf¨|Ubf





























































































 UU.	  CL	 CRP.SF $	.
RSUX § `vª¨¡nwUuspquJa[¥¬kUmxgdynijm 
 
















88 #*)9(0:;<< 8=> ;*<?@ =  =BAC  DEF =GA HI" A 
88  =  !#$/01203 ;IBJ*< G K C  I: A  =  !#$2')'LLL
88  G ;KMH;<:;N;HHO"I =  ABP Q; == IBM A JK G  G < G KH C HRL
`rdspquydynmU&nmªÇ´n¡m;kc³Êc¦ c¦ ) 
 



























rb local reasons (e.g., locks held or
interrupts off)
containing function stored in a
structure or passed to a function
containing function called by a
function having one of the above
properties
containing function called directly
or indirectly from many places
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